LY e o8 T T k237 )
TP, AR4E,
AERURZE BB 22 AR AR L R T 8 s %, b 5T 100080)

WE: 58 A2F < 2IR MG 524 R 1 ZER
Wz —, RMEEPtrEZEE R, HTER
RGN fEF . 2R 20, 7524907
W% 2% 8] (Cyber Space) HI&-FiHEZRAT N, IR
VE Dy — il s TR 5T 4 % 7 BT AR AR IRV o i A 2%
RIS AN IR AR S S, 8D BT IR T Y
KA ATE . B FE B g, [
X IR B AH SR AE B E % D& O % B AR {E
82 A U AR AR A E A

A2 TR G B R L AT — A E
BT o AR FEAMNAE 22 WUHA FHOCHE T, IEAE
R PEBEAL . T A 70 A 85 SO BT 22 A U R i 9
Ji T DTk o AR ENHEAR T TR 4028
%~ (Taxonomy) A>3 (Classification) [
Whe CERJE S TR U R R, I
X ARK I 73 2 TAEEAT T R
KB BRI, 255, IRIRAAL, JRIR AT
HE4rK5: TP393.2

A Summary of Software Classification/Ta
xonomy Techniques

DING Yu, ZOU Wei, WEI Tao

(Beijing Key Laboratory of Internet Security Technology,
Peking University,Beijing100080,China)

ABSTRACT: Information system vulnerability is a
root cause of information system risk and plays an
important role in cyber-attack and defense. Due to the
harmfulness, diversity and generality of information
system vulnerability, information system vulnerability
is a highly concerned strategic resource. The way of
finding, applying and managing vulnerability
information and eliminating the negative impact
caused by software vulnerabilities is becoming a key
work in information security research of all the
countries in the world.

Software vulnerability is an import part of
information system wvulnerability. In this paper, we
summarize previous works on software vulnerability
classification and taxonomy. At the end of this paper,
we conclude the key questions in this research area
and give a forward looking.

Key words: software vulnerability, taxonomy,

vulnerability model, vulnerability analysis
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