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“Rust just happens to be a language that is well known for acing all
the things that Go can’t do.”

—George Hosu,
The success of Go heralds that of Rust



https://medium.com/@george3d6?source=post_header_lockup

I The Good

 High performance

e zero-cost abstractions

* move semantics
 guaranteed memory safety
 trait-based generics

e pattern matching

e type inference

e minimal runtime

o efficient C bindings



I History

https://www.fstar-lang.org

Moz://a

https://www.rust-lang.org




I Partially in Rust

Chrome 0OS Chromium 0OS



I Everything in Rust




I Traditional Software. Made up by libs
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I Traditional Software. Made up by libs

{ 4
‘
o \
v
13 .
b
d
- .“
1 E
: 3
& '
‘ )]
‘ {
P
] )
@& ¥
| E
3
1 .
)
) \
b 4
i b
| - - - |
" )
A
3
]
b
3 :
13 "
L
/ 3
3
4 : !
:1
{ 4
{
1 |
/2 d
) )
2 R

ABI between static/dynamic libs



I Software in Rust: mods/crates




I Software in Rust: mods/crates

Type/Borrow Check everywhere!



I Software in Rust: mods/crates
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I Expectation vs Reality
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I People prefer bindings

| openssl-sys

§ FFl bindings to OpenSSL

. Recent:

~ 509,348
| Repository

. All-Time:

; openssl crates.io v0.10.15

OpenSSL bindings

* /80363

¢ Repository

, All-Time:\§
~ 3,038,926

* 5 569961

'} Homepage Repository

2 < . o — = < . - — 2 < on, go . —a g . - M (i ’ — v o, —— = - 9 2 ’ o .
DR e O R B B P IINL SOR PR SN D O R B B IOV SN S D S O 2 A D P PINTS . e e D e e o SR P = SN S _ — - -

U

l

&

rustls All-

* Time:
Rustls is a modern TLS library written in Rust.

212.971 }



I People prefer bindings

' openssl-sys crates.io v0.9.39
_e FFI bindings to G

. pecent:

~ 509,348
| Repository

. A
t openss| g
OpenSSL bindings

. All-Time:
-~ 2,569,961

* 480363

{ Repository
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. All-Time:\ i

v ~ 3,038,926

'} Homepage Repository
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rustls

Rustls is a modern TLS library written in Rust.

All-
*Time: ¢
212,971 §




I New attacks against TLS again!

David Wong < : >
Q @cryptodavidw R M

Just released a bunch of attacks on 7 TLS
iImplementations making use of good ol’
Bleichenbacher as well as Manger's attack
(on pkcs#1 v1.5!) also includes a TLS 1.3
downgrade attack. With @eyalrO , Gillham,
Genkin, Shamir and @yuvalyarom
buft.ly/2rcElcS

S FhEHX

E58:02 - 201811 BH30H

39 1% 69 =X

QO 1 1 39 ) 69 M




I So what?

Brian Smith < s > o

Note that these attacks fundamentally
don't work in @jpixton's Rustls because
it doesn't allow the prerequisite
downgrade to RSA encryption, because
it doesn't implement RSA encryption at
all. Any *ring*-based implementation
would be immune to this for the same
reason.

Eyal Ronen @eyalr0

"The 9 Lives of Bleichenbacher's CAT:New Cache
ATtacks on TLS Implementations ", with Robert Gillham,
Daniel Genkin, Adi Shamir, @cryptodavidw and
@yuvalyarom is now available at cat.eyalro.net

& FhFEHX
T912:07 - 2018411 H30H



I Our Strategy
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ABIl between static/dynamic libs



I Our Strategy
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ABIl between static/dynamic libs



I Take a closer look

libm libcrypto

unsafe

I's 'S

unsafe

libc.so libdl.so libpthread.so

e unsafe code
e unsafe library
e unsafe interface

librt.so




I Take a closer look

e unsafe code

e (Categorize unsafe codes

 Manual code audit / Unit tests / Fuzz
e unsafe library

 Formal verification
* unsafe interface

 Dynamic checking



I Mesalink as an example

'@‘

#include "mesalink.h" Mesal_i n k

* C bindings of rustls/ring/webpki

#include <mesalink/openssl/ssl.h>
#include <mesalink/openssl/err.h>

K
.

WSS



I Compare with Openssl binding

Mesalink OpenSSL binding

Unsafe Func 29/29

Unsafe Expr 94/210 4398/4398

Unsafe Impl 0/0 29/29

Unsafe Trait 0/0 3/3

Unsafe Method 0/0 13/13

*Result generated using cargo geiger



I Achievement

o 4,500,000 mOntth active Q Daniel Stenberg @ < - > y
users and rapidly growing ebagder
| For the first time since 2012, someone is
* Github stars adding a new TLS backend to curl: mesalink.
An OpenSSL-compatible library written in
e rustls W Star 816 rust.
S FNFEX

vtis: add a Mesalink vtls backend by kevinis - Pull Request ...

Mesalink is a TLS library written in 100% Rust, a programming

langauge that guarantees memory safety. This PR adds Mesalink
as a vtls backend for curl.

* BoringSSL W Star 481

e MesalLink W Star 846

github.com

-10:40 - 2018E8H14H




BUT IT ISN'T ENOUGH!




| Rust + SGX

Hardware Hardware

Without SGX SGX Enforced

Figures are from Intel ISCA'15 SGX Tutorial



| Rust + SGX

Intel SGX Enclave

Stack Overflow
SECRET

Heap Overflow

Use-After-Free

Double Free



| intel SGX API? Easy!

- h

SGX Application fn decrypt (...) -> sgx status t ({
Untrusted 36X Fnclave let ret=rsgx decrypt (key,cipher);
component ’//////‘}
Rust program ~_— U W,
fn decrypt%?%?:
fn encrypt () {}
Untrust YP ﬂfn rsgx _decrypt(...) -> \
Rust sgx status t{
Program* Rust S5GX SDK // translate key,cipher to C struct
ng_tStdC ___// let ret=sgx decrypt (key c,cipher c)
sgx tcrypee——_ % y
- }
( R
Ir}tel InFel SDK libtcrypto.a : sgx decrypt
liburts tlibc/trtess—= B
AN </
User Space
/dev/isgx

Kernel

Intel SGX Driver




I SGX features in Rust SGX

@ untrusted_fs vs sgx_file intel)
g untrusted time vs time @ s

@ net, env

std:

std:

e Use on demand

std:

e std::untrusted::file @

* std::fs::SgxFile @

std:

std:

std:

std:

std:

Exist Structs

:SYNnc

:Sync:

:SYnc::

:Sync:

:Sync:

:SYNnc::

r:fs::File

:thread: : Thread

:thread::Threadld

: tMutex

:MutexGuard

Condvar

: RwLock

: RwLockReadGuard

RwLockwriteGuard

sgx_tstd:
sgx_tstd:
sgx_tstd:
sgx_tstd:
sgx_tstd:
sgx_tstd:
sgx_tstd:
sgx_tstd:

sgx_tstd:

Rust Sgx Structs

:SYnc:

:SYnc:

:SYNc:

:Sync:

:Sync:

:Sync:

: fs::SgxFile
:thread: : SgxThread
:thread: :SgxThreadId

: SgxMutex

: SgxMutexGuard

: SgxCondvar

: SgxRwLock

: SgxRwLockReadGuard

: SgxRwLockwriteGuard



| Rust SGX SDK vs. fortanix-sgx

Rust SGX SDK

JB 37 B9 Rust Crate

i A R
= I %
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I Achievements

e Recommended by Intel o Community

Supported Languages 4 mapofcanada rust 8 points - 3 months ago - edited 3 months ago
¥ Code within an SGX enclave can't call out to the operating system, so

Baidu has done the heroic effort of re-implementing half of the entire
Rust std library. Really appreciate all the hard work you've put into this.

Enclave binding interface is supported in C and C++ only.

To develop Intel SGX enclaves in the Rust* programming language, use the Rust SGX SDK in
GitHub*.

* Used in Blockchain
e RustFest '18 Talk (aCC ratio = 11 %) 2> Enigma from MIT, 1st round $30 Million

“’ [target.'cfg(not(target_env = "sgx"))'.dependencies.sgx_tstd]

kev @kevinwatters - 5H26H v enigma git = "https://github.com/baidu/rust-sgx-sdk.git"

even more #rustfest - @dingelish hints at a possible (and possibly dystopic rev = "v1.0.0"

imo?) future: secure multiparty computing with intel-provided hardware enclaves
providing encrypted memory access. his team built a version of rust's stdlib for
Intel SGX, impressive!

Ekiden from UC Berkeley, 1st round $45 Million

[dependencies]
token-api = { path = "./api", features = ["sgx"], default-feat
sgx_tstd = { git = "https://github.com/ekiden/rust-sgx-sdk" }

ChainLink, 1st round $32 Million

[target.'cfg(not(target_env = "sgx"))'.dependencies]
sgx_tstd = { path = "/opt/rust-sgx-sdk/sgx_tstd" }
sgx_types = { path = "/opt/rust-sgx-sdk/sgx_types" }

 Multiple PR merged into Intel's SDK




BUT IT ISN'T ENOUGH!




I Memory Safe Linux User space

User Space

Kernel



I Memory Safe Linux User space

Docker Container

rocket http server

ion_shell Mesal.ink MesaTEE MesaPy

libc.so libgcc_s.so libdl.so libcrypto libssl

User Space

Kernel



| The MeSa Family

O &
<\

MesaTlEE RUST  SGX

Ll ¥

OASP  MesaArmor

Co &

Mesaly Mesalink  Mesalock




I Summary

* To achieve Memory Safety in the real world
 From lib to lib
e With support of dev community and companies
 Follow "hybrid memory safety rules-of-thumb”

* Apply Non-bypassable Security Paradigm (NbSP)



I Open Question

rs crate

rs crate rs crate




I Open Question: MesaFFl

rs crate

Formal Verified FFI/ABI

rs crate rs crate



I Open Question: MesaFFl

rs crate

Formal Verified FFI/ABI

rs crate rs crate



THANKS
Q&A
dingelish@gmail.com
dingyuO02@baidu.com
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