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–George Hosu,  
The success of Go heralds that of Rust

“Rust just happens to be a language that is well known for acing all 
the things that Go can’t do.”

https://medium.com/@george3d6?source=post_header_lockup


• High performance

• zero-cost abstractions

• move semantics

• guaranteed memory safety

• trait-based generics

• pattern matching

• type inference

• minimal runtime

• efficient C bindings

The Good



History

https://www.fstar-lang.org

https://www.rust-lang.org



Partially in Rust



Everything in Rust



Traditional Software. Made up by libs
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ABI between static/dynamic libs
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Expectation vs Reality



People prefer bindings



People prefer bindings



New attacks against TLS again!



So what?
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Take a closer look

rs rsunsafe

unsafe

libc.so libdl.so libpthread.so librt.so

libm libcrypto ... ...

• unsafe code 
• unsafe library 
• unsafe interface



• unsafe code


• Categorize unsafe codes


• Manual code audit / Unit tests / Fuzz


• unsafe library


• Formal verification


• unsafe interface


• Dynamic checking

Take a closer look



• C bindings of rustls/ring/webpki

Mesalink as an example

#include "mesalink.h" 
#include <mesalink/openssl/ssl.h> 
#include <mesalink/openssl/err.h> 



Compare with Openssl binding

Mesalink OpenSSL binding

Unsafe Func 2/2 29/29

Unsafe Expr 94/210 4398/4398

Unsafe Impl 0/0 29/29

Unsafe Trait 0/0 3/3

Unsafe Method 0/0 13/13

*Result generated using cargo geiger



• Github stars


• rustls


• BoringSSL


• MesaLink

Achievement

• 4,500,000 monthly active 
users and rapidly growing





Rust + SGX

Without SGX SGX Enforced
Figures are from Intel ISCA'15 SGX Tutorial



App Intel SGX Enclave 

Rust + SGX

Stack Overflow

Heap Overflow
Use-After-Free

Double Free

SECRET



Intel SGX API? Easy!



• untrusted_fs vs sgx_file


• untrusted_time vs time


• net, env


• Use on demand


• std::untrusted::file


• std::fs::SgxFile

SGX features in Rust SGX



Rust SGX SDK vs. fortanix-sgx

Rust SGX SDK fortanix-sgx

形态
独⽴立的 Rust Crate

⽆无需修改编译器器

集成在 Rust libstd 中

需要修改 rustc 编译器器

是否依赖于 Intel SGX 套件
是


基本⽆无修改

部分

包含不不安全的各类实现


以及⼤大量量对 SGX PSW 的修改

是否享受 Intel SGX 的功能
是。可以直接使⽤用protected_fs, 

PCL, switchless, remote 
attestation 等⽀支持

否

每个功能需要 Fortanix 再开发

是否可直接使⽤用现有的 Rust 
crate

是

移植简单

否

缺乏许多基本功能



Achievements

• Recommended by Intel


• RustFest '18 Talk (acc ratio = 11%)


• Multiple PR merged into Intel's SDK

• Community


• Used in Blockchain

Enigma from MIT, 1st round $30 Million

Ekiden from UC Berkeley, 1st round $45 Million

ChainLink, 1st round $32 Million





Memory Safe Linux User space

Kernel

User Space

libc.so libssl.so libcrypto.so libm.so libdl.so

core utils bash python 

user apps user libs

init



Memory Safe Linux User space

Kernel

User Space

Docker Container 

libc.so libgcc_s.so libdl.so

ion_shell minit

rocket http server

MesaLink MesaTEE MesaPy

libcrypto libssl



The MeSa Family



• To achieve Memory Safety in the real world


• From lib to lib


• With support of dev community and companies


• Follow "hybrid memory safety rules-of-thumb"


• Apply Non-bypassable Security Paradigm (NbSP)

Summary



rs crate 

Open Question

rs crate rs crate



rs crate 

Open Question: MesaFFI

rs crate rs crate

Formal Verified FFI/ABI
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Open Question: MesaFFI

rs crate rs crate

Formal Verified FFI/ABI

C/C++ Go

Python



THANKS 
Q&A 

dingelish@gmail.com 
dingyu02@baidu.com

mailto:dingelish@gmail.com
mailto:dingyu02@baidu.com

